ABSTRACT
INTRODUCTION
Cryptography is the art or science of keeping message secret. Cryptography deals with the aspects of secure messaging, authentication, digital signatures, electronic money, and other applications In cryptographic terminology, the message is called plaintext. Encoding the contents of the message in such a way that hides its contents from outsiders is called encryption. The encrypted message is called the ciphertext. The process of retrieving the plaintext from the ciphertext is called decryption. Encryption and decryption usually make use of a key, and the coding method is such that decryption can be performed only by knowing proper key. Since phishing, Botnet computers exist in internet, Industries and Organizations require highly reliable security systems to conduct business to its business parties and customers. To safeguard the vital information and confidential facts, they require systems protecting the industries and organization transacting information which nobody knows utilizing the communication lines. Many models are presently available to fulfill the above requisites [4] . Among them the cryptosystem is one of the mathematical models helping the industrial people to write the secret code for their information and to safely transfer the information on the computer and communication systems. The cryptosystems convert the original information into unintelligible information by dismantling the syntax and semantics of the information to preserve security on the reliable facts. The heart of the work is preparing the unordered sequence for the input message to be fed to the cryptosystem. The work in this paper introduces the use of mathematical simulated polish notation to strengthen the encryption process with the multiple symmetric keys for encryption. The Banach fixed point theorem suggests a fixed point iteration method
MODIFIED NEWTON-RAPHSON METHOD
for a fixed point of g(x) or a solution of f(x) = 0 (or f'(x)=0) . The convergence of this iteration method is assured when f(x) satisfies a nice condition so that g(x) becomes a contraction. For example, when | f(x) f'(x) -f(y) f'(y) | <= α | x-y |, for some x,y in the domain of f for some α ,0< α < 1. A specific example may be f :
Extend the principle to a system of m equations f1(x 1 ,x 2 ,x 3 ,……x n ) = 0 f2(x 1 ,x 2 ,x 3 ,……x n ) = 0 f 3(x 1 ,x 2 ,x 3 ,……x n ) = 0 --------------fm(x 1 ,x 2 ,x 3 ,……x n ) = 0
The matrix form of these equations can be written as
The solution of the equations is a fixed point of the mapping g : R n R n defined by
Let us consider the usual Euclidean metric d on R n defined by
The Banach fixed point theorem suggests the following iteration method
The convergence of this method is assured when f 1 ,f 2 ,…f m satisfy the following conditions so that g becomes a contraction.
, [y 1 ,y 2 ,….y n ] in the domain for some alpha with 0 < α < 1, and the Euclidean vector norm ║ ║..
MULTIPLE SYMMETRIC KEYS
The multiple symmetric keys are used in the proposed work. For, two real valued functional equations are constructed with the contents of user's personal information and digital signature. The backbone of these equations is the identification of patterns in the prime inputs. Here the pattern is assumed as the characteristics of character. The patterns are assumed as variables and the number of elements in each pattern is taken as the coefficient of a variable. Hence the sum of the number of patterns is equated with the number of characters in the personal information and digital signature which leads to frame two real valued functional equations. The functional equations are then solved using Modified Newton-Raphson method. The solutions of these equations are floating point numbers which are presumed as multiple symmetric keys [6] . The design of the proposed work employs four keys in encryption and decryption processes. Let the two real valued functional equations be a 11 x 1 + a 12 x 2 + a 13 x 3 +…..+a 1n x n = b 1 a 21 x 1 + a 22 x 2 + a 23 x 3 +…..+a 2n x n = b 2 where a 11 ,a 12, a 13 ……..a 1n a 21 ,a 22, a 23 …….a 2n and b 1 ,b 2 are known constants.
Let the equations be redefined as f1(x 1 ,x 2 ,x 3 ,……x n ) = 0 f2(x 1 ,x 2 ,x 3 ,……x n ) = 0
Using Modified Newton-Raphson method, the real valued equations are solved and the solutions are taken as the multiple symmetric keys.. Further the proposed method focuses on four patterns and hence it generates four symmetric keys [1] . Since the equations are real valued, the keys are floating point numbers. The total length of the keys altogether is 128 bits long. These keys are combined with 16 bit data while performing encryption and decryption process [2] . This gives the following classical Newton's method when n = m.
.*. The method provides x * n +1 as the next iterative point which is manipulated to get x n +1 for convergence such that x n -x n+1 = x * n +1 -x n. The convergence is verified by Banach Fixed Point Theorem [3] . The following principle caters the needs of achieving cryptography requirements [7] .
POLISH NOTATION
Normally, polish notation is used to represent arithmetic expression. The polish notation extended to data structures is to rearrange the symbols of arithmetic expressions in order to represent the newer form of arithmetic expression. To do this process, a few mathematical principles are provided which are prefix, postfix and infix notations. These notations are shortly defined in the next few lines. When the operator symbol is placed before the operands in an expression, the representation is prefix form of the expression. When the operator symbol is placed between operands in an expression, the representation is infix form of the expression. Similarly, when the operator symbol is placed after the operands in an expression, the representation is postfix form or polish notation of the expression. Out of these notations, postfix is the familiar mathematical principle adopted by computer algorithms to compute arithmetic expressions. The mathematical expression is evaluated with the help of stack. The principle of postfix notation is extended in the proposed work to obscure the plaintext. Let the given expression be X+Y. The Prefix form of the expression is +XY The Postfix form of the expression is XY+ The Infix form of the expression is X+Y
SIMULATED POLISH NOTATION
To make use of simulated polish notation, a plaintext is used in place of arithmetic expression as in the case of polish notation. The simulated polish notation reserves a few characters for operands, operators, left and right parentheses. Priority is assigned to the characters to play the role of symbols in polish notation. The proposed work distorts the characters of the plaintext. The assumption of operands, operators and parentheses are shown below. The characters reserved for operands,
The characters reserved for operators,
. , blank with the higher priority to y or Y and least priority to blank.
Left parenthesis ű, Right parenthesis
Extending the reversed polish notation principle, the characters of the input message are scrambled. The necessary algorithm for scrambling plaintext with previous assumption is given below [5] .
POLISH ALGORITHM TO MANGLE PLAINTEXT
Let Q be the given plaintext and P be the mangled expression to be found. POLISH(Q,P)
1. Push ű onto stack and add Ǟ to the end of Q. 2. Scan Q from left to right and repeat steps 3 to 6 for each element of Q until the stack is empty. 3. If an operand is encountered, add it to P. 4. If a left parenthesis (ű) is encountered, push it onto stack. 5. If an operator ⊗ is encountered, then a) Repeatedly pop from stack and add to P each operator which has the same precedence as or higher precedence than ⊗ b) Add ⊗ the operator to stack. The following algorithm regenerates the plaintext from the mangled information which is used in the decryption process.
